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1. Description of Requirement
1.1. Unified Login for Third Party Site

The  client had contracted with a third party web designer to create a primary website and provide content management services.

It was determined that ASI web views in iMIS 15 would be used to provide Profile management, Event registration, and user-defined interest maintenance.

The scenario to provide this was that the third party site would be completely independent of the iMIS public view site.   iMIS Content Manager  would be used to  mimic the primary site and provide the services described above.

One of the primary tasks to make this work was to allow users to login to the ASI site and allow the third party site to derive data linked to the logged in user for things like community participation toggles and event information.

The third party site would not write data to iMIS.

2. Solution Description

2.1. How to Unify the Login?

Users would for the most part login on the primary site created by the third party.

Of course, if a user clicked a link on the primary site that would bring them to the iMIS site where they would be presented the Login.aspx page for any content requiring a login, like the profile and event registration.
However, the login should not take the user from the third party site. Users would navigate to the iMIS Public view only for the purposes indicated.
2.2. Approach

iMIS15 installs a MembershipWebService that currently provides a number of methods for logging in and for updating member data.
A listing of these can be found at the site in http://www.xyz.com/iMIS15/ASICOMMON/Services/Membership/MembershipWebService.asmx
This web service approach was selected because the third party site was written in Java. Many web scripting languages have functions for calling web services.  I developed this scenario in ColdFusion to prove the concept works and to provide general guidance to the third party on how to access the MembershipWebService from a non-ASP.NET site.
2.3. Steps
Sites must share primary domain name.

ASP.NET will only read cookies that have been set by a site in the same domain as the application.  So while you may be able to access the MembershipWebService.asmx from any web site, and return the cookie variables,  and write the cookie, the cookie itself will not be read by ASP.NET on the ASI Public View site unless the domain of the site that wrote the cookie is the same.
So if you have a public view site at say http://www.xyz.com/iMISPublic and want to share with http://www.abc.com this method will not work. There may be methods to get around this, but the standard for the web does not allow sites to read other site’s cookies, so the work around may be complicated.

In the end, this scenario is to allow a login to occur from http://www.xyz.com to say http://memberservice.xyz.com , the later being the ASI Public View site.

ASI Public View site and ASI Application Server must share the same <machinekey> if a single login is to work for both public and staff views.
ASP.NET has essentially two methods of encyrpting logins,  the default is that each site is a separate application and cannot share the login with another.

If  you have two sites, like the iMIS Public View site and the iMIS Application server, and wish for Single Source login, then both sites must have the same <machinekey> element in their web.config.

You can use this tool: http://aspnetresources.com/tools/keycreator.aspx to generate a machinekey section that you can paste into both the staff and public web.config files. I used the default level of encryption and the SHA1 encyrption method which was promoted as the most effective.
Here is an example of a machine key.

<machineKey validationKey="228EFA1F7C94A3F50C5EF10CA418F5D3C44E3431FEA88C3337C5BBEE150A5892814C5F394C2BE8E9C04E562E2C4A1A5C3873F34FF4AF6DE7454CDA1DAE14C400"

decryptionKey="A0B3873C55385C9E45F9DFC9D3A5C09E1B691DDD3D296EF5" validation="SHA1" />
NOTE:  As far as I can determine, the <machinekey> element must be positioned within the system.web  element.  For consistency,  I intend to always place it immediately after the <Authentication> element in web.config.
2.4. Code Example in Coldfusion

For testing I ran the following script in the iMIS Public View site that had been configured to use eSeries and could run Coldfusion scripting.

As far as I can determine at this point, a script like this can be run from any site that shares the domain with the ASI Application Server. The MembershipWebService runs inside the application server and the files are located in /net/ASICOMMON/Services/Membership

We are using the LoginUserAndProvideCookies method of the web service.

Code Example for testlogin.cfm

___________________________________________________________________
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

<html>

<head>

<title>Untitled Document</title>

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">

</head>

<body>

<cftry>

       <cfinvoke webservice="http://dev.xyz.org/imis15/AsiCommon/Services/Membership/MembershipWebservice.asmx?wsdl" method="LoginUserAndProvideCookies" returnvariable="results">

              <cfinvokeargument name="username" value="MANAGER">

              <cfinvokeargument name="password" value="blabbermouth">

              <cfinvokeargument name="staffUser" value="0">

       </cfinvoke>

<cfloop

  list = "#results#"

  index = "cookieStr"

  delimiters = "|">

  <cfset cookieParts = ListToArray(cookieStr, "=")>

  <cfcookie 

    name = "#cookieParts[1]#"

    value = "#cookieParts[2]#"

    secure = "No"

    domain = ".xyz.org">

</cfloop>

       <cfcatch>

              <cfoutput>

       <cflog text="#cfcatch.message#" log="APPLICATION" type="Error" thread="yes" date="yes" time="yes" application="yes">

              <script>

              alert('MembershipWebservice Error \(ValidateUser\) #cfcatch.message#');

              history.go (-1);

              </script>

              <cfabort>

              </cfoutput>

       </cfcatch>

</cftry>

</body>

</html>
2.5. Comments

In summary, this will allow a login script to be integrated into a third party site in a language other than ASP.NET.  
The third party can do whatever authentication on their site they wish, and then invoke the ASI MembershipWebService to log the person into the ASI Public View, and verify that the user is an authentic user in the iMIS system.

NOTE: The cookies  that are created on login have an ASP.NET_SessionID and a Login, both encrypted.  No method has been developed to decrypt these to get primary key information for querying iMIS.  However, the third party can capture the form.web_login field to a session variable, and on successful login from iMIS, use that to query based on a link to the Name_Security table in iMIS.

There are likely more elegant ways to do this by using other MembershipWebService methods after login is successful.  

Use of the other methods has not been tested relative to this project. 
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